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1. IACHOPT NPOI'PAMMBI YYEBHOM JUCHUITIJTAHBI
Komnvromepnovie cemu

1.1. Ob6aacTs npMeHeHHus padoyel MpPorpaMmbl

PaGouas nporpamMmma y4eOHOM NTHUCHMIUIMHBI SBJISETCS 4aCThI0 OCHOBHOM MpodeccruoHanbHON
obpazosarenbHoi mporpammsel (OIIOIT) B cootBercTBUU ¢ PI'OC CIIO 1o cnenuaibHOCTH
230401 UndopmManioHHbIE CUCTEMBI (ITO OTPACTISIM).

1.2. Mecro y4eOHOM pucuumauHbl B crTpyKTrype OIIOII: oOmenpodeccrnonambHas
JTUCITUTIINHA TTPOPECCHOHAIBHOTO UK

1.3. Heaun u 3apaum y4eOHOM AMCHUIUVIMHBI — TPeOOBAHUA K Pe3yJbTAaTaM OCBOCHMS
Y4eOHOM IMCHUIIMHBI:

B pesynbTaTte ocBoeHMS YyU€OHOM TUCUUILTAHBI CTYJIEHT JOJIKEH YMETh:

OpraHU30BbIBATh U KOH(PUTYPUPOBATH KOMITBIOTEPHBIE CETH;

CTPOUTH U aHAJTU3UPOBATH MOJEIIU KOMITBIOTEPHBIX CETEH;

(¢ (PEKTUBHO HCIOJI30BaTh anmapaTHble W MPOTPAMMHBIE KOMIOHEHTBhI KOMITbIOTEPHBIX
CeTel IpU pelICHUHN Pa3IuvHbIX 3a]1ay;

BBITIOJIHSTh CXEMbl M YEPTEKU MO CHEIUATBHOCTH C HCIOJIB30BAHUEM MPUKIAIHBIX
MPOTrPaMMHBIX CPEJICTB;

paboTaTh ¢ MPOTOKOJAMHU Pa3HbIX YPOBHEH (Ha MpUMEpe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

yCTaHABJIMBATh U HACTPaUBaTh MapaMeTPhl MPOTOKOJIOB;

MPOBEPSITH MPABUIHLHOCTD MEpPeIaul JaHHBIX;

OOHapyKUBaTh U YCTPAHATH OMIMOKH TIPH Mepeade TaHHbIX.

B pesynbTaTe ocBOoeHMS yueOHOM MUCIUIUIAHBI CTYIEHT JOJIKEH 3HATh:

OCHOBHBIC TOHSATHSI KOMITBIOTEPHBIX CETEW: THUIbI, TOMOJIOTHH, METONBI JOCTyHa K cpeie
nepeaavn;

anmapaTHbIe KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH;

MPUHITUTIBI TAKETHOW TIepelaur TaHHbBIX;

MOHSATHE CETEBOM MOJICIIH;

ceteByto mozenb OSI u apyrue cereBbie MOJICIH;

MPOTOKOJIBI: OCHOBHBIC TOHSITHS, MPHUHIIUAIBI B3aUMOACHCTBHUSA, Pa3IMdvs W OCOOECHHOCTH
pPacpoCTPaHCHHBIX TIPOTOKOJIOB, YCTAHOBKA IMPOTOKOJIOB B OMEPAIMOHHBIX CHCTEMAX;
aJPeCaInio B CETAX, OPTAaHU3AINIO MEKCETEBOTO BO3ICHCTBHSI.

1.4. KoinuecTBO 4acoB HA OCBOCHHE Padoyeil MPOrpaMmbl y4eOHON TUCHUIJIMHBI:
MaKCUMaJbHOW yueOHOU Harpy3Ku cTyaeHTta - 192 yacos

(B 6 cemectpe — 116 yacos, B 7 cemecTpe — 76 4acoB)

B TOM YHCIJIE:

00s3aTeNbHON ayITMTOPHON yueOHOM HArpy3KH cTyJeHTa - 128 yacoB

(B 6 cemecTpe — 84 yacos, Bo 2 ceMecTpe — 44 4acoB)

CaMOCTOSITEJIbHOM paboThI CTyIeHTa - 64 4acoB.

(B 1 cemectpe — 32 yacoB, Bo 2 ceMecTpe — 32 4acoB)



2. CTPYKTYPA U COAEP)KAHUE YYEBHOM TUCIATIIIMHBI
Komnvromepnwvie cemu

2.1. O0bem yueOHOH AUCHMILIMHBI M BUABI Y4eOHOil padoThl

. Oovem uacos
Buo yuebnoi paoomoi Beeoo | 6 cem. | 7 cem.
MakcumaJjibHasi yueOHasi HArpy3ka (Bcero) 192 116 76
Oobs3aTeIbHAsE ayAUTOPHAS Y4eOHAsl HATPYy3Ka 128 84 44
(Bcero)
B TOM YHCJIE:
TEOPETUYCCKUE 3aHSATHUS 98 84 14
J1a00paTOpHbIE PAOOTHI
MPAKTUICCKUE 3aHSITUS 30 30
KOHTPOJIbHBIE PaOOTHI
KypcoBasi paboTa (IIpOoeKT)
CamocrosiTesbHas padoTa 00y4auerocs 64 32 32
(Bcero)

Hmozosas ammecmayus 8 hopme IK3amena

2.2.TemaTu4ecKuil IVIaH M cOJePKaAHUE YUCOHON JUCHMIIUHBI

I(wnnbromepuble cemu

Cooeporcanue yuedoHOI OucyunIuHbl

Oobve

uacoe

C <

PA3JIEJI 1. OcHOBBI KOMIILIOTEPHBIX CeTel

Tema 1.1. OCHOBHbIE IPHUHIUIIBI IOCTPOEHMSI KOMIILIOTEPHBIX ceTeil

Cooeporcanue yueonozo mamepuana

[TpuHIMIIBI IEHTPATM30BaHHON U paclpeieieHHO 00pabOTKU JaHHBIX.
Cucremsl «repMuHaI—X0CcT». O000IIEHHAs CTPYKTypa KOMIIBIOTEPHOM
cetn. Knaccudukamnusi KoMIbIOTEpHBIX ceTeld. OYHKIIMOHAIBHBIE TUIIBI
KOMITBIOTEPHBIX CETEH: IEPCOHAIbHBIE, JIOKAJIbHBIE, YPOBHS rOpo/a,
rinobanpHble (PAN, LAN, MAN, WAN). Tunsl rio0agbHbIX CETEH.

XapakTepucTUKa Mpoliecca nepeaun TaHHbIX. PeXUMBI 1 KOJbI IEpeayun
nanHbiX. CHHXpOHHAs M aCHHXPOHHAs Iepeada naHHbix. [lonaTrre 06
y3KOTMOJIOCHOM U IIHPOKOIIOJIOCHOM crioco0e mepeaaun qaHHbix. OreHka
Ka4eCTBA KOMMYHHMKAIIMOHHOM CETH.

CamocTosiTesibHasA padoTa
HcTopust JIOKAIbHBIX CETEM.

Tema 1.2. CeTeBble aPXUTEKTYPbI

Opranu3zanus ceTer pa3IMYHbIX TUIOB. THIIBI CETEH: OTHOPAHTOBBIE,

cepBepHbIe, THOPUIHBIE. APXUTEKTYpa «KIUEHT—CcepBep». THUIIBI CEpBEPOB:




Cooeporcanue yuedoHoll OucyuniuHtvl

Oobve

uacoe

C«

(haityioBBIe, I€YATH, IPUI0KEHUM, COOOIIEHHH, 023 TaHHBIX.

ba3oBbie ceTeBbIe TOMONOTHY 1 KOMOWHUPOBAHHBIE TOTIOJIOTUUECKUE
pemreHus. JIOCTOMHCTBA M HEAOCTATKH 0A30BBIX CETEBBIX TOMOJIOTHIA.

CamocrosiTesibHas padora
Haiitn mpumepsl kiueHT-cepBepHbIXx AVC

Tema 1.3. Moaean OSI

[TonsaTHE «OTKpBITAs apXUTEKTypa». CeMuypOBHEBASI MOJEIb
B3aUMOICHCTBUA OTKPHITHIX cucteM (OSI). XapakTepuctuka ypoBHEH
B3auMoaericTBus moaean OSI. [IpuHImMIbl MaKeTHOM Mepeaadyn JaHHbIX.

Camocmoamenvnasn paboma

Pedepar Ha Temy «Mcropus nosisaenus moaenn OSIy

PA3JIEJI 2. ®usn4veckuii ypoBenb mojaeau OSI

Tema 2.1. AnnapaTtHble KOMIIOHEHTbI KOMIILIOTEPHBIX CeTell

HpOBOI[HLIC 141 6CCHpOBOI[HI>IC KOMIIBIOTCPHBIC CCTH. dusnyeckas
nepeaaroiiasa cpcaa JIOKQJIbHOM BBIYMCIUTEIBHOM CETH: KOAKCHAJIbHBIN
Ka6eﬂb, BUTAsA 11apa, OIITOBOJIOKHO.

Crannaptsl kabeneil. becnpoBoiHbIE KaHAIBI U UX XapaKTEPUCTHUKHU.
CereBble aganTepbl. DyHKIMHN U XapaKTEPUCTUKH CETEBBIX aJallTEPOB.
Knaccudukanus ceteBbix anantepoB. JpaliBepbl CETEBBIX alaliTEPOB.
YcTaHOBKa M KOH()UIYPUPOBAHUE CETEBOIO ajanTepa.

AHayioroBbie ¥ IMGPOBHIC BIJICICHHBIC TeIe(POHHBIC TUHUA. MOJIEMBI:
Ha3HA4YEHUE, BU/JIbl, XapaKTEPUCTUKHU. [IpOTOKOIBI MOTYISALMHU, KOPPEKIIUU
oIIMNOOK, cokatusd JaHHbIX. TexHnonoruu XxDSL. Texunonorus ISDN.
[Iporpammuoe obecrieueHre moAaepKKM MoJieMHOM cBsi3u. [loaxmouenue u
HACTPOMKa MOJEMA.

Hpakmultecmte 3aAnaAmus

[IpakTuueckoe 3anarue Nel. MoHTax kaOelabHBIX Cpel TEXHOJIOTUM
Ethernet.

2,3

[Tpaktuueckoe 3anarue Ne2. [TogkiroueHne U HaCTpOKa CETEBOTO
ajanTepa.

2,3

Camocmosamenvhas paboma

KoHcnekT Ha TCMY. «yCTapeBIHI/IC CTan1apThl JIOKAJIbHBIX CETECI.

PA3JIEJI 3. KanaabHblii ypoBeHb Mojaeau OS]

Tema 3.1. MeToabl J0CTYyNA K Cpe/ie Mepeaadu

BbazoBrie TexHONOrMH JoKaNbHBIX ceTeli: Ethernet, ArcNet, Token-Ring.

Mertoabl focTyna K cpefe nepeaaun qanusix. Meton goctyna CSMA/CD.
DTarnebl JocTyna K cpeae. BozuukHoBenue komnuzuu. Ctanaaptel IEEE
802.x.

Metoapl MapKepHOW IWHBI 1 MAPKEPHOTO Kobla. OrpaHUYeHHs Ui CETEN
ArcNet u Token Ring. Texnonoruu FDD u 100VG-AnyLAN

Camocmoamenvnan paooma
KoHCIIeKT Ha Temy: «¥Y cTapeBIIME CTAHAAPTHI JIOKAJTbHBIX CETCH

Tema 3.2. Cetn Ethernet

Texnonorum Fast Ethernet, Gigabit Ethernet

KoMmmyHukammonHoe 000pyoBaHNE CETEH: KOHIIEHTPATOPHI, MOCTHI,

2,3




Cooeporcanue yuedoHoll OucyuniuHtvl

Oobve

uacoe

C«

KOMMYTHPYIOIITNC MOCTbBI, MApIIPYTU3aTOPLI, IIJIIO3bI, UX HA3HAYCHHUC.

OcHoBHbIe QyHKIMHU U TapameTpbl KommyTaTopoB (VLAN, Trunk, Port
mirroring)

Camocmoamenvnasn paboma
Crangaptel Ethernet, Haxogsiuecs B pa3padoTke

Tema 3.3. becnipoBoaHbIe ceTH

[Tepconanshsie (bluetooth), nokansusie (WiFi), ypoBus ropoaa (WiMAX),
rnobansHbie (GSM, LTE) 6ecnipoBOIHbIE CETH

Tema 3.4. YcrapeBumue ceTu

[Iporokon Frame Relay: Haznauenue u oOuias xapakTepuCTHKa.
Hcnons3oBanue cereid Frame Relay.

Texunonorust ATM (Asynchronous Transfer Mode). OCHOBHBIE TTPHUHITUITBI
texHosioruu ATM. CooTHoIIeHHE YPOBHEN CepBHCa U TUIIOB Tpaduka ceTH
ATM. Ilepenaua Tpaduka IP uyepes cetu ATM.

Camocmoamenvuan paboma
KoHCIIeKT Ha Temy: «¥Y cTapeBIIME CTAaHAAPTHI JIOKAJTbHBIX CETCH»

PA3JIEJI 4. CeTeBoii M TPAHCIIOPTHBIN YpoBeHb Moeau OSI

Tema 4.1. Anpecanusi B IP ceTn

1Pv4, IPv6. ®opmatsl IP—aapecoB 1 ux npeodpa3oBaHue.

Paznenenune cetu: moaceTn U MacKu NOACETEN. Alpecanns MOJICETEN.
Peanuzanmst apXuTekTypbl noaceTerd. OnpeacaeHue MaCKy MOJICETH.

[TpunHIUIIBEI 00BETUHEHMSI CETEH HA OCHOBE IIPOTOKOJIOB CETEBOTO YPOBHS.
Peanuzanus [P-mapuipytuzanuu. [Ipouecc mapuipytuzanuu. Ctatuyeckas u
muHamuyeckas mapuipytusanus (RIP, OSPF, BGP). Onpenenenue
IP-anipecos.

Hactpoiika nporokosia TCP/IP B oneparmonnbix cuctemax. [Ipumenenue
JUarHocTUYeckux yTuimt npotokona TCP/IP.

Hpmcmuuec:cue 3anaAmun

IIpakTtuueckoe 3ansatue Ne 3. [IpeobpaszoBanue hopmaToB IP-agpecos.

[\

2,3

IIpaktuueckoe 3ausatue Ne 4. Anpecanus B IP-cetsx. IToacetn u Mmacku.

[\

2,3

[Tpaktuueckoe 3anarue Ne 5. Onpenenenue IP-aapecos.

2,3

CamocmosamenvHasn paﬁoma

OdopmiaeHne oTyeTa

\S]

pacuet IP-aapecoB

\®)

N3YUYCHUC Ta6JII/II_[BI MapmpyTH3alyi Ha JOMAIITHCM KOMIIBIOTCPC

\S]

Tema 4.2. Ctexk TCP/IP

Mopens TCP/IP. OcHoBuble nonsitust TCP/IP. Xapakrepuctuka ypoBHei
moxenu TCP/IP.

Tema 4.3. TpaHCIIOPTHBIE NPOTOKOJIbI

IIpoTokoubl TpancnoptHoro yposHst UDP u TCP, ux xapakrepucTuka u
npuMeHeHre. YcranoBka mpoTtokosna TCP/IP B onepalliOHHBIX CHCTEMax.

[Tpunnun padotsl mpoTokoia TCP. MeTon miaBaroIiero okHa.
Hcnpasienue omuboK nepegadn. Y npaBiaecHUe MOTOKOM.

Hpalcmutteacue 3anaAmun

[Ipaktruueckoe 3anarue Ne 6.Hactpoiika nporokosna TCP/IP B

2,3




Oobve

Cooeporcanue yuedoHoll OucyuniuHtvl M g
uacoe
ONEPALMOHHBIX CUCTEMaX.
[Tpaktrueckoe 3anarue Ne 7.PaboTa ¢ ITMaArHOCTUYECKUMU YTHIIUTAMHU 2 |23
npoTokoaa TCP/IP ’
IIpaktrueckoe 3ausarre Ne 8. Pemenue npo6iaem ¢ TCP/IP. 2 2.3

CamocmosamenvHas paﬁoma

OdopmieHne oTuéTa 2

PA3JIEJI S. Ilpukiaanoii yposenb mojaesu OSI

Tema 5.1. Cay:xxe0HbIE IPOTOKOJIBI

[TpoTokon ynpasisitonux cooduienuii uarepuer (ICMP) 2

Opranuzanust TOMEHOB U IOMEHHBIX UMeH. Onpe/iesieHue UMEH y3J10B.
Cayx65b1 popmupoBanus umen y3inoB (DNS). Umena NetBIOS. IIporokon

auHamuueckor koHpurypamun yzna (DHCP). Ciyx0a onpezenenus uMmeH 2
HMuaTepuera (WINS).

Ilpakmuueckue 3anamus

IIpaktuueckoe 3anarue Ne 9. Hactpoitka DNS u DHCP. 2.3
Camocmoamenvnan paboma 1

ITpoBepka HacTpoek DNS u dhcp Ha qomaniHeM MapuipyTu3aTope

Tema 5.2. IlpukiagHbie MPOTOKOJIBI

DnekTpoHHas mourta: opMar, MOYTOBBIE KIMEHTHI, MPOTOKOJIbL. [IpoTOKOIBI
SMTP, POP3, IMAP. Ux xapakTepuCTHKa, HA3HAYECHUE U OTJIUYHE.
[TouroBas mporpamma Outlook Express. Hactpoiika mporpaMmMbl OYTOBOTO 2
kirenta. I Iporokonel pacnpeaenennbix aitnoseix cucteM: FTP, Gopher,
NNTP. ITpotokon nepecoiiku runeprekcta HTTP. Web-6pay3epsl.

Camocmosamenvnasn paboma 1
Pabora ¢ mpukIaIHbIMUA IPOTOKOJIAMH

PA3JIEJI 6. YnipaBJ/ieHMe KOMIIbIOTEPHBIMH CETSIMHU

Tema 6.1. nporoxos SNMP

IIpoTokos pocToro ynpasijieHus: ceTbio SNMP. [Tpumepbl npuMeHeHMs 2

Tema 6.2. IIporokou telnet

[TpoToxon smymsiuu ynanenHoro repmuHaia Telnet. Y nanennsrit qoctym
yepe3 NPOMEKYTOUHYIO CETb.

Camocmoamenvnan padoma 1
[ToaxmatoueHue mo NpoToKoJIy telnet K JoMalHeMy MapIIpyTH3ATOPY

BCEI'O:

3. YCJIOBUS PEAJIM3AIIMU YYEBHOHN JUCHUIIIMHBI
3.1.TpebGoBaHusl K MUHMMAJIbHOMY MATEPHAIbHO-TEXHUYECKOMY 00eCIe4YeHUI0
O06opynoBanue yueOHOro KaOUHETA:

- [locagounbie MecTa MO KOJTMYECTBY O0YUAIOIINXCS;
- Pabouee mecTo npenopasarens;

Texuuueckue cpeacTra 00y4eHUs:



- KommeroTep ¢ nunensupoBantbiM [10 1 MyTbTUMEAHATIPOCKTOP
O6opyaoBanue JadbopaTopuu U paboOUYUX MECT 1abOpaTOPUH:

- [Tocaounbie MecTa 1Mo KOJTUYECTBY 00YUaIOIIUXCS;

- Pabouee MecTo mpenoiaBaresns;

- Komnstoteps! ¢ nutien3upoBanHbM 110 110 koMyecTBy 00y4darommxcs.

3.2.AndopmannoHHoe o0ecneyeHue 00yUeHUs
[lepedyeHb pekOMeHyeMbIX YUeOHbIX U3lanuid, UHTepHET-peCcypCcoB, TOMOJIHUTEIbHON

JUTEPATYPHI
Citforum.ru

Onugep B.I'. Komnvromeprwvie cemu. [Ipunyunvl, mexnonozuu, npomoxonwl [Texcm]: yueo.
nocobue ons 8306/ B.I'. Onugpep, H.A. Onughep. — H30. 3-e. — CI16.: Ilumep, 2009.
ru.wikipedia.org

JlonoHUTEIbHBIE HCTOUHHUKH:

Hoesukos I0.B. OcHoswi nokanvHuix cemeti. Kypc nexyuii [Texcm]: yueb. nocobue ons 8y308 /
FO.B. Hosukos, C.B. Konopamenko. — M.: Unmepnem-Ynueepcumem Unghopm. Texnonoeuti,
2005.

Nag.ru

Networkdocs.ru

4. KOHTPO.Ib M OIIEHKA PE3YJIbTATOB OCBOEHHWS YUYEBHOHN

JUCHHUITINHBI
Pe3ynomamut 00yuenus Dopmbl u MemooObl KOHMPOIA U OUECHKU
(0ceoeHHble YMEHUSA, YCBOCHHbIC 3HAHUA) | pe3yabmamoe 00yuenusn
YMeTh OpraHu30BbIBaTh U BrinonHeHrne npakTHYECKUX 3aJaHUM,
KOH(HT'YPHPOBATh KOMIILIOTEPHEIC CETH; 3allMTa OTYETA, YCTHBIN OIPOC

YMeTh CTPOUTH M aHAJTM3UPOBATH MOJICITH
KOMITBIOTEPHBIX CETEH;

YnMmeTs 3G (HEeKTUBHO UCTIOTB30BATh
amnmapaTHbIC U MPOTPAMMHEIE
KOMITOHEHTHI KOMITBIOTEPHBIX CETeH MpH
PEIICHNY Pa3IMYHBIX 3a/a4;

YMeTh BBITIOJIHATH CXEMbI U YEPTEKU 110
CHEIUATBHOCTH C UCTIOIH30BAHUEM
MIPUKJIAIHBIX POTPAMMHBIX CPEJICTB;
YMeTh paboTaTh C MPOTOKOJIAMHU Pa3HBIX
YpOBHEH (Ha IpUMepe KOHKPETHOTO CTeKa
npotokos0B: TCP/IP, IPX/SPX);

YMeTh yCTaHaBIMBATh M HACTPAUBATh
napameTpbl TPOTOKOJIOB;

YMeTh MpoBepATH MPaBUIHHOCTh
nepeiayu JIaHHbIX;




YMeTs 00HapYyKUBaTh U YCTPAHSTh
OLIMOKH MpH nepeade JaHHbIX;

3HATh OCHOBHBIC IMOHATHS KOMIIBIOTEPHBIX
CETEH: TUIIBI, TOTIOJIOTUH, METOJIBI JIOCTYTIa
K cpeJie epeIavn;

3HaTh allIIapaTHbIC KOMIIOHCHTEI
KOMIILIOTCPHLIX CGTCI>'I;

3HaATh MPUHIMIIBI TAKETHON NEpeaayn
JAHHBIX;

3HATh MOHATHE CETEBOM MOICIIH,

3HaTh cereByto monenb OSI u npyrue
CETEBBIE MOJIENH;

3HaTh MPOTOKOJIBI: OCHOBHBIE MTOHSTHS,
NPUHIUITBI B3aUMOJICHCTBHS, Pa3IHIus U
0COOEHHOCTHU PacpOCTPAHEHHBIX
POTOKOJIOB, YCTAHOBKA IMPOTOKOJIOB B
OIIEPAIIMOHHBIX CUCTEMAX;

3HaTh apeCaliio B CCTAX, OPpraHU3aIlUIO
MCKCCTCBOI'O BO?)I[CﬁCTBPIH

TecTtupoBaHue, yCTHBIN ONPOC, 3aLIUTA
WHIUBUTyaJTbHBIX paboT




